Energy Laboratories has chosen to use digital signatures for signing many documents, including
reports.

Digital signatures give our clients an added level of security. When a document is signed
digitally, anyone viewing the document can verify the following:
e The document is signed by the stated individual and that individual is an Energy
Laboratories, Inc. employee.
e The time of the signature is verifiable by a third party, independent of Energy
Laboratories, Inc.
e After the document has been digitally signed, any modifications made are clearly
identified and viewable in Adobe Reader.

In order to take full advantage of Energy Laboratories’ digital signatures, please make a few basic
changes in the settings of Adobe Reader. You will only need to make these changes one time on
your computer. These changes will tell Adobe Reader to trust two certificates; one for Energy
Laboratories and one for the Timestamp Authority referenced by Energy Laboratories.

When a digitally signed document from Energy Laboratories is first opened in Adobe Reader, the
following message will likely appear at the top of the document.

II,'J Al least one signature has problems. %

R
A genuine digital signature is shown below. Right-click on the signature and choose ‘Validate

Signature.’
% Digitally signed by
Cindy Rohrer
Inorganic Department Manager Date: 2010.02.18 08:34:43 -07:00

% Digitally signed by
Cindy Rohrer

In&:i:}mmnm Managsr I yalidate Signature l i18 -07:00

Wiew Signed Yetsion

Showe Signature Properties., ..

The following Signature Validation Status window will appear. Choose ‘Signature Properties...’

Signature Validation Status

Lo Signature validity is LNKNOWH,
1% - The Document has not been modified since this signature was applied,

S The signet's identity is unknown because it has nok been included in your lisk of trusted
identities and none of its parent certificates are krusted identities,

[ Legal Matice, .. l ESignature Properties. .. ﬂ [ Close
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Notice, at the top of the Signature Properties window: “Signature validity is UNKNOWN.”
On the Summary tab, Click ‘Show Certificate...’

Signature Properties

|é"l']_ Signature walidity is LINKNOWN,
Gl

Summary | Document | Signer | Date,i'Time i Lege;l [

3

Signed bry: |Cil'll:|\.-f Rohrer I! Show Certificate. .. ]I

Reasan: |N|:|t available

Date: |2010{01/26 15:27:22 -07'00' Location: Mot available

Walidity Surnmary

%}é The Document has not been modified since this signature was applied,

E_!'J_ The signert's identity is unknown because it has nok been included in waur list of trusked
identities and none of iks parent certificakes are trusted identities,

e';' Signature is kimestamped.

Signature was created using Adobe Acrobat,

Yalidate Signature ] [ Close
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In the Certificate Viewer window, select the ‘Trust’ tab.
In the left area, select the ‘EnergyLaboratories-root’ certificate.
Click ‘Add to Trusted Identities...’

Certificate Viewer [E|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

[ ]5how all certification paths Found

Policies | .Legal Natice |

B Energylaboratories-rook | Summary Details | Revocatio

1% RO

This certificate is nok brusted,

Trusk Settings

Sign documents or data
Certify documents

Execute dvnamic conkent that is embedded in a
certified docurnent

Execute high privilege Javascripts that are embedded
in a certified document

® K K K X

Petrform privileged swskem operations (netwarking,
prinking, file access, etc,)

| [ #dd ko Trusted Identities. ., ]

-ﬁ The selected certificate path is walid,

The path walidation checks were done at 2010/01/26 15:27:22 -07'00"
Walidation Model: Shell
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The following Acrobat Security window will appear. Choose ‘OK.’

If vwou change the trust settings, vou will need to revalidate any signatures to
! see the change.

Trusting certificates directly From a document is usually urwise. Are you sure
wou want ko do Ehis?

] e

The following Import Contact Settings window will appear. Choose ‘OK’ again.

%]

Import Contact Settings

Certificate Details
Subject:  EnergylLaboratories-rook
Issuer: Energylaborataries-rook
Usage: Sign transaction, Sign cerkificake (CA), Sign CRL
Expiration: &/17/2019 3:55:23 PM

Trusk |

& cerkificate used ba sign a document must be a trusted roak or be issued by a trusted root in
arder Far signature walidation to succeed, Revocation checking is nat performed an or above a
krusted rook,

IJse this certificate as a trusted rook

If signature walidation succeeds, trusk this certificake For:

[ certified documents

C o o
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The following Certificate Viewer window will appear. Choose ‘OK’ again.

Certificate Viewer E|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

[]show all certification paths Found

=l Energylaboratoriesroct | | Summary | Details | Revocation | Trust | Poiicies | Legal Natice |
Cindy Rohrer

This certificate is nok krusted,

Trusk Settings

Sign dacurnents ar data
Certify documents

Execute dynamic content that is embedded in a
certified dacument

Execute high priviege Jawascripts that are embedded
in a certified document

® K K K X

Perform privileged swstem operations {networking,
printing, file access, etc.)

| Add to Trusted Identities. ., |

;‘, The selected certificate path is valid.

The path validation checks were done at 2010/01/26 15:27:22 -07'00°
Yalidation Model: Shell
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In the Signature Properties window, select the “"Date/Time’ tab.
Click “Show Certificate...”

3

Signature Properties

|é"l'J Signature walidity is LINKNOWN,

| Summary | Document | Signer Drabe Tirme f§eqal _

'ﬁ Signature is timestamped buk the timestamp could nok be verified.

Drate; |N|:ut available

Timestarmp

Timestamps are signed just as documents are signed. For a timestamp signature bo be valid wau
rust have trusted the Timestamp Aukharity that signed the timestamp, Click Show Certificake ta
wieww details regarding verification of the timestamp signature,

Timestamp Suthority:  |Secure Soft Time Stamping Authority Show Certificate. ..

Timestamps are created with specific policies that are defined by the Timestamp Authority,
Amongst other things, a policy can indicate how reliable the time source is, There is no policy
identified Faor this timestamp, or the policy could not be determined because the timestamp was
niok processed, To understand kimestamp policies, wou must contact the Timestamp Authoriky,

Yalidate Signature l [ Close
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In the Certificate Viewer window, select the ‘Trust’ tab.
In the left area, select the ‘Secure Soft Private CA’ certificate.
Click ‘Add to Trusted Identities...’

Certificate Viewer [E|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

[ ]5how all certification paths Found

| Surnmary Details Revu:u:atiu:-u:uliu:ies '.Legal Motice

This certificate is nok brusted,

Trusk Settings

Sign documents or data
Certify documents

Execute dvnamic conkent that is embedded in a
certified docurnent

Execute high privilege Javascripts that are embedded
in a certified document

® K K K X

Petrform privileged swskem operations (netwarking,
prinking, file access, etc,)

#dd ko Trusted Identities. .. |

< | »

'ﬁ The selected certificate path is walid.

The path walidation checks were done at 2010/01/26 16:46:32 -07'00"
Walidation Model: Shell
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The following Acrobat Security window will appear. Choose ‘OK.’

If vwou change the trust settings, vou will need to revalidate any signatures to
! see the change.

Trusting certificates directly From a document is usually urwise. Are you sure
wou want ko do Ehis?

] e

The following Import Contact Settings window will appear. Choose ‘OK’ again.

%]

Import Contact Settings

Certificate Details
Subject:  Secure Soft Private CA
Issuer: Secure Soft Private CA
Uzage: Sign certificate (CA), Sign CRL
Expiration: 7J2/2018 12:04:27 PM

Trusk |

& cerkificate used ba sign a document must be a trusted roak or be issued by a trusted root in
arder Far signature walidation to succeed, Revocation checking is nat performed an or above a
krusted rook,

IJse this certificate as a trusted rook

If signature walidation succeeds, trusk this certificake For:

[ certified documents

C o o
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In the Certificate Viewer window, choose ‘OK’ again.

Certificate Viewer E|

This dialog allows you to view the details of a certificate and its entire issuance chain. The
details correspond to the selected entry.

[]show all certification paths Found

e e | Summary | Details | Revocation | Trust | Poiicies | Legal Notice |
Secure Soft Time Stamp
This certificate is nok krusted,

Trusk Settings

Sign dacurnents ar data
Certify documents

Execute dynamic content that is embedded in a
certified dacument

Execute high priviege Jawascripts that are embedded
in a certified document

® K K K X

Perform privileged swstem operations {networking,
printing, file access, etc.)

| Add to Trusted Identities. ., |

*

(|l

;‘, The selected certificate path is valid.

The path validation checks were done at 2010/01/26 16:46:32 -07'00°
Yalidation Model: Shell

I
ey
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In the Signature Properties window, choose ‘Validate Signature.’

Signature Properties

X]

IEI'_I Signature walidity is LIMKMCWR,

summary | Document | Signer | Date,i'Time i Lege;l [

Sigried by |Cinu:|3.-' Rohrer [ Show Certificate. ..

Reason: |N|:|t available

Date: |N|:ut available Location: |N|:|I: available

Walidity Surnmary

E{é The Document has not been modified since this signature was applied.

E‘_{‘_ The signet's idenkity is unknown because it has not been included in your list of trusked
identities and none of its parent certificates are trusted identities,

ﬁ Signature is timestamped but the timestamp could nok be verified.

Signature was created using Adobe Acrobat,

Yalidate Signature] [ Close
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Notice the signature is now valid, and the Validity Summary shows that all aspects of the
signature are valid.

X

Signature Properties

@ Signature is WALID, signed by Cindy Rohrer.

Surnmary |Du:u:ument || Signer || DatefTime || Legal |

Signed by: JCindy Rohrer [ Show Certificate. ..

Reason: INDt available

Date: |2000/01/26 15:27:22 -07'00" Location: [Nk available
validity Summary

E@ The Docurment has nok been modified since this signature was applied.

@ The signet's identity is walid,

@' Signature is timestamped,

Signature was created using Adobe Acrobat,

Validate Signature ] [ Close

In the Signature Properties window, choose ‘Close.’
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DIGITAL SIGNATURES €=» CLIENT PROCEDURE

Now when a digitally signed document from Energy Laboratories, Inc. is opened in Adobe
Reader, the following message will appear at the top of the document.

A

ENERGY (S;VL\ Helena Billings Casper Gillette Rapid City College Station
S !5) Montana Montana Wyoming Wyoming South Dakota Texas
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